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 With the expansion of the digital presence of financial institutions, the 

complexity and intensity of cybercrime has increased, forcing banks to 

implement more resilient security systems to protect confidential 

information of their customers and maintain the confidence level among the 

participants of the financial ecosystem. Hence, cyber security measures as 

determinants of customers' loyalty: evidence from the Nigerian banking 

industry was investigated. Specifically, it examined the effect of biometric 

verification, multi-factor authentication, security awareness campaigns on 

customer loyalty in Nigeria banking industry. Descriptive survey was 

adopted using questionnaire to examine a sample of 377 active customers of 

the selected five banks in Kwara State. The obtained data was analyzed 

using PLS-SEM through SmartPLS. Findings revealed that multi-factor 

authentication has the strongest effect on customer loyalty (β = 0.385, t = 

10.312, p < 0.001), followed by security awareness campaigns (β = 0.288, t 

= 5.036, p < 0.001), and biometric verification (β = 0.256, t = 4.333, p = 

0.001). It concluded that cyber-security measures is significantly vital for 

customer loyalty in Nigerian banking industry. It therefore strongly 

recommended that Nigerian banks should prioritize cybersecurity especially 

by focusing strongly on multi-factor authentication as the cornerstone of its 

cybersecurity strategy. This should include implementing tokenized access 

and adaptive authentication systems bank-wide. 
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1. Introduction 

The electronic revolution in the banking sector of Nigeria has created significant improvements 

in the delivery of its services, but it has resulted in multifaceted security issues, which require 

continuous consideration. With the expansion of the digital presence of financial institutions, the 

complexity and intensity of cybercrime has increased, forcing banks to implement more resilient 

security systems to protect confidential information of their customers and maintain the 

confidence level among the participants of the financial ecosystem (Hassan et al., 2024). 

Unfortunately, the dynamic character of such threats as phishing, malware, and social 

engineering has made the necessity to invest in sophisticated technical systems and promote the 

culture of security awareness and advocacy among employees and clients (Mustapha and Sinha, 

2024; Reis et al., 2024). 

To address these struggles, the Nigerian banks have adopted various measures, including multi-

factor authentication, regular security audits, and cooperation with regulatory agencies, to help 

them to be better prepared to counter cyberattacks (Fatoki, 2023). These are technical, as well as 

regulatory compliance measures and the understanding of the population, which is critical to 

building a safe and trustful banking environment (Oyolola et al., 2023). The success of these 

efforts is also directly associated with the ability of banks to predict the coming risks and change 

their security approach, which guarantees that customer trust in an all-digital environment will 

not diminish (Onatuyeh et al., 2025). 

The secure digital environment is not just an aspect that keeps one within the regulatory 

requirements, but a component of customer loyalty and business existence. It has been found that 

effective security practices can lead to increased customer trust and operation sustainability, 

which may be compromised by the lack of compliance and awareness (Nwankwo and 

Kanyangale, 2023). With the sector going on, continued investments in technology and 

customer-centric security strategies will be essential to ensure that the Nigerian banks can 

combat the dynamism of cyber threats and foster long-term relationships with customers 

(Ayinaddis et al., 2023; Oyolola et al., 2023). 

Although biometric verification could be aimed at improving security, unwittingly, the same 

principle may have the effect of creating customer loyalty obstacles in the banking industry. 

Additional types of customer frustration might be caused by technical malfunctions (fingerprint 

or facial recognition error), which could be a barrier to using their accounts and affect the 

banking process (Elumaro and Obamuyi, 2018). Furthermore, the implementation of biometric 

data could lead more people to distrust the company because of risks of misuse and privacy 

invasions, especially when customers believe that their personal data could be exploited or 

shared without their knowledge (Fatoki, 2023). 

Multi-factor authentication (MFA) is positively advertised because of its security capabilities, 

but the complexity may negatively impact customer loyalty. Being forced to memorize various 

passwords, using tokens, or one-time codes may seem inconvenient, particularly to customers 

less skilled in technology or experiencing poor mobile connectivity (Fatoki, 2023). This added 

complexity to the banking experience can lead to poor customer satisfaction, since people 

appreciate convenience and the speed with which they can get services (Ayinaddis et al., 2023). 

Provided that MFA is perceived as excessive, it might decrease the perceived quality of service 
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and encourage customers to go to other banks whose authentication processes are simpler 

(Uwabor & Ugwuonah, 2020). 

Security awareness programs, though crucial in reducing frauds, have unintended customer 

loyalty effects. Unnecessarily lengthy or anxious communication can increase anxieties on the 

topic of digital banking safety, thus causing customers to lose trust in the abilities of the bank in 

securing their holdings (Mustapha & Sinha, 2024). Moreover, when the needs of the audience 

are not taken into consideration or the customer feels patronized by the campaigns, customers 

might be overwhelmed or disinterested (Fatoki, 2023). Such degradation of trust and felt 

inconvenience may contribute to a decrease in the emotional bond between a customer and the 

bank (Ayinaddis et al., 2023). 

The specific objectives of the study include: to determine the effect of biometric verification on 

customer loyalty; to investigate the influence of multi-factor authentication on customer loyalty; 

and to examine the influence of security awareness campaigns on customer loyalty. 

2. Conceptual Review 

2.1 Concept of Cyber-Security Measures 

Financial sector cyber-security is meant to secure the digital assets, sensitive information, and 

critical infrastructure against an ever-changing environment of cyberattacks. All these measures 

comprise various components that would involve advanced encryption, threat detection using 

artificial intelligence, and regulatory compliance frameworks, which would serve to protect 

financial operations and keep them active (Mahadevan, 2025; Dorosh, 2023). Machine learning 

and big data analytics have also contributed to improving the capability of institutions to identify 

anomalies and act on threats in real-time, contributing to improving the overall security posture 

of the sector (Asmar and Tuqan, 2024). 

The success of cyber-security is not only today determined by the use of technology, but also by 

the further enhancement of risk management and the development of the security-conscious 

culture within organizations (Boorugupalli et al., 2025). Financial institutions are also advised to 

cooperate across sectors and exchange information to enhance early identification and prevention 

of cyber threats and adhere to legal and regulatory changes (Dorosh, 2023). The dynamism of 

cyber threats also requires continuous introduction of innovation and funding of security 

infrastructure so that financial systems can be robust and able to mitigate existing and arising 

risks (Mahadevan, 2025). 

2.2 Customer Loyalty 

Customer loyalty in the banking industry is a complex concept, which shows the level of 

commitment by a customer towards a long-term relationship and interaction with their financial 

service provider. It is also formed due to an interdependent set of interconnected factors, among 

them trust, satisfaction, perceived value, and the overall quality of the customer experience 

(Buhler et al., 2023; Milan et al., 2018). The loyalty is dynamic, as it changes when the customer 

interacts with digital platforms, receives service innovations, and when the bank meets customer 

financial demands (Kim et al., 2024). 

The workplace proves that tangible and intangible determinants affect the loyalty of a customer, 

including the reputation of the service provider, the effectiveness of relationship marketing, or 
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the perceived reliability of digital services (Yen & Chen, 2025). Besides, loyalty has a close 

connection with emotional and psychological attachment that customers develop to their banks, 

which can be reinforced by constant positive impressions of the experience and disclosed ethical 

conduct in business (Buhler et al., 2023). With the rapid impact of digital change, loyalty driving 

mechanisms are changing, with more emphasis on digital trust and customer-centric financial 

planning (Kim et al., 2024). 

2.3 The Effect of Cyber-Security Measures on Customer Loyalty 

Customer loyalty in the banking industry can be significantly affected by strong implementation 

of cyber-security measures. As customers find that the financial institution they use cares about 

the security of their personal and financial information, their trust will strengthen, which will 

make them more loyal (Asmar & Tuqan, 2024; Mishra, 2023). Nonetheless, it is a balancing 

game, and excessive control over security measures can unintentionally create tension in the user 

experience, which can turn to frustration and lack of loyalty if not accompanied by convenience 

(Kim et al., 2024). The difficulty of banks is to provide effective security without reducing the 

convenience and availability that consumers would expect in digital services (Boorugupalli et al., 

2025). 

Studies have shown that cyber-security practices are important in eliciting customer perceptions 

and loyalty due to transparency and communication of the practice (Adejumo & Ogburie, 2025). 

Well-informed customers with regard to the security measures implemented will be confident 

and likely to be loyal, even amid the cyber threats committed to by the industry (Mahadevan, 

2025). On the other hand, the absence of observable or understandable security practices will 

bring down trust and make people turn to other providers, showing the necessity to make 

security smoothly integrated into the entire customer experience (Kim et al., 2024). 

2.4 Effect of Biometric Verification on Customer Loyalty 

One of the most notable characteristics of digital banking is biometric verification as a new level 

of safety and convenience, which can have a positive impact on customer loyalty by creating 

confidence in services related to electronic banking (Ayinaddis et al., 2023). Customers will 

have more confidence in the bank as they see biometric systems as reliable and secure, which 

will result in increased loyalty and decrease their risk of switching to competitors (Shankar & 

Jebarajakirthy, 2019). Nevertheless, the efficiency of biometric verification in cultivating loyalty 

is strongly associated with the quality of the whole digital experience, such as flexibility and 

privacy, which is critical to achieving customer satisfaction and commitment over the long term 

(Mbama et al., 2018). 

H1: Biometric verification has a positive influence on customer loyalty. 

2.5 Effect of Multi-Factor Authentication on Customer Loyalty 

The concept of multi-factor authentication (MFA) is well known as the ability to substantially 

enhance digital safety, and its application in the banking context can have a considerable 

influence on customer retention. MFA offers customers supplementary protection on the safety 

of their financial activities, which can increase trust and lead to loyalty (Afiyah et al., 2015). 

However, complicated and perceived inconvenience of MFA procedures can also apply friction, 

which will result in frustration and poor customer experience unless addressed with a high level 

of care (Zhou et al., 2021). The banks have to find the balance between strong security and 
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usability, because customer loyalty is likely to be retained once MFA is implemented in a way 

that will not affect convenience and accessibility (Mbama et al., 2018). 

H2: Multi-factor authentication has a positive influence on customer loyalty. 

2.6 Effect of Security Awareness Campaigns on Customer Loyalty 

Security awareness campaigns play a critical role in informing customers of online threats and 

banking safely, and the impact they have on customer loyalty is complex. By proactively 

informing and empowering customers with quality awareness programs, banks are able to 

amplify customer satisfaction and trust, which are pillars of loyalty (Johri & Kumar, 2023). 

Nevertheless, when campaigns are viewed as overpowering, irrelevant, or anxiety-inducing, they 

can also lead to a loss in trust in the bank to safeguard customer assets, hence reducing loyalty 

(Iqbal et al., 2021). The success of these campaigns will be based on their relevance, 

understandability, and the level to which they assure customers of their security (Afiyah et al., 

2025). 

H3: Security awareness campaigns have a positive influence on customer loyalty. 

3. Theoretical Review 

3.1 Trust-Commitment Theory 

The Trust-Commitment Theory, a statement by Morgan and Hunt (1994), argues that trust and 

commitment are the focal mediating constructs that achieve the effectiveness of relationship 

marketing; they lead to cooperation, value sharing, and relational equilibrium (Badrinarayanan 

and Ramachandran, 2024). The theory assumes that trust derives out of the confidence in the 

reliability of a partner, whereas commitment implies a readiness to maintain a valued association 

(Dubey et al., 2019). It is assumed that communication, a shared set of values, and low 

propensity to opportunism are antecedent conditions that lead to the development of trust and 

commitment, which consequently result in cooperation, reduction of uncertainty, and loyalty 

(Wang et al., 2019). 

The theory can also be applied in the area of cyber security research to provide a clear 

understanding of how strong security practices can be used to support customer confidence in a 

bank and its ability to safeguard assets and information, thereby strengthening commitment and 

consequently fostering loyalty (Jafri et al., 2023; Panditharathna et al., 2024). Such mechanisms 

will be especially relevant to the Nigerian banking industry, where accelerated digitalization has 

intensified the need to depend on cyber security as the means to preserve the confidence of 

customers (Jafri et al., 2023). The empirical research indicates that trust, cyber security 

awareness, as well as policy implementation have a strong impact on the uptake of digital 

banking by customers and their retention (Jafri et al., 2023; Panditharathna et al., 2024). 

4. Empirical Review 

The study by Febriawan et al. (2024), entitled Assess The Impact Of Cyber Crime Mitigation 

Strategies on the Islamic Banks in Bandar Lampung City, focuses on the case of Islamic banks in 

Indonesia. The researchers used structural equation modelling with a partial least square (SEM-

PLS) as a method to analyze the data based on primary data gathered using questionnaires from 

96 respondents. Their results showed that sufficient strategies to look after the cyber dimension 

have a strong positive influence on customer loyalty and trust. The study established that strong 
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cyber security management is a requirement to maintain customer loyalty and increase it by 

reducing customer loss. 

Johri and Kumar (2023), in their article titled Exploring Customer Awareness towards their 

Cyber Security: a study in the age of bank digital transformation, investigated the connection 

between customer awareness of cyber security and customer satisfaction in Saudi Arabia. The 

research involved primary data gathered using a structured questionnaire of 355 banking 

customers with ANOVA and bivariate regression. The findings showed that knowledge on cyber 

defending, phishing, and hacking is a significant determinant of customer satisfaction with 

digital banking services. The authors found that financial institutions need to improve their cyber 

security practices and offer frequent trainings to increase customer satisfaction and loyalty in the 

digital age. 

Redda (2023) discussed the South African setting, studying the quality of e-banking and its role 

in customer loyalty with the mediation of customer satisfaction. The study utilized a descriptive 

research design and primary data collected using an online survey of 310 e-banking customers. 

Mediation analysis was conducted to determine correlations between quality of e-banking, 

customer satisfaction, and loyalty. The results affirmed that the quality of e-banking, including e-

banking security, plays a direct positive significant influence on customer satisfaction and 

customer loyalty. The researchers concluded that good quality e-banking services supported by 

effective security measures play a vital role in customer loyalty. 

5. Methodology 

The study employed a descriptive design and survey methodology. This is due to the fact that the 

goal of descriptive research is to accurately depict a person, event, or circumstance. Since it 

contributes to the explanation of present practices related to the topic issue, descriptive research 

design is deemed suitable to examine the impacts of cyber-security measures on customer loyalty 

within Nigeria's banking industry. The study focuses on five major commercial banks in Nigeria 

— Zenith Bank, Access Bank, First Bank, GTBank, and UBA — selected based on their robust 

deployment of comprehensive cyber security measures such as biometric verification systems, 

multi-factor authentication protocols, and proactive security awareness campaigns for customers. 

Population of interest are principal branches' active customers of the above five banks in Kwara 

State, and their estimated customer base is 20,000 in principal branches in Ilorin, Offa, and Omu-

Aran. A sample size of 377 respondents was adopted using Taro Yamane's (1967) formula when 

utilizing known population with less than 5% margin error to provide statistical representation 

and generalizability of results. The study adhered to established ethical standards including 

informed consent from all participants, voluntary participation with no coercion, confidentiality 

and anonymity of respondents' data, and approval from relevant institutional review boards. 

Participants were identified using purposive-proportional sampling, where there was equal 

representation in the chosen banks relative to customer population size and digital service usage. 

A structured questionnaire was used to gather replies from the respondents, which served as the 

primary source of data. The questionnaire had four major sections. The first covered three 

structured items on e-banking registration; the second had three items on service integration; the 

third covered two structured items on bank notification services; while the fourth covered three 
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structured items on customer experience. A five-point Likert scale was adopted as the scale of 

measurement for the questionnaire. 

The instrument was validated through face and content validity conducted by lecturers and 

professors in the field of business administration and management, while the reliability of the 

study was assessed through Cronbach's alpha and Composite Reliability (CR) using SmartPLS 

version 3.2.9, with thresholds of 0.7 and above. For analytical purposes, descriptive statistics 

(mean and standard deviation) and inferential statistics were employed, with the utilization of 

Partial Least Squares Structural Equation Modeling (PLS-SEM) in the study of the structural 

relationship between cyber-security measures deployment and customer loyalty. 

5.1 Model Specification 

In this research report, cyber-security measures is the independent variable and customers' 

loyalty is the dependent variable. The following model will be utilized since the report will make 

use of structural equation modeling (SEM): 

CL = f (Biometric Verification [BA + BD + BS] + Multi-Factor Authentication [PO + RE + 

SE] + Security Awareness Campaign [CM + IDB + PA]) 

Where: CL = Customers' Loyalty; BA = Biometric Authentication; BD = Biometric Data; BS = 

Biometric Security; PO = Password and OTP; RE = Reassurance; SE = Security Enhancement; 

CM = Cybersecurity Measures; IDB = Improved Digital Banking; PA = Phishing Attempts. 

6. Results 

6.1 Response Rate 

The data needed for this investigation was gathered using a questionnaire. A total of 321 

responses have been captured, which is 85.14% of the expected sample size. Thus, the actual 

responses make up the data used in this study. 

6.2 Descriptive Analysis and Normality Test 

Table 1: Descriptive Analysis and Normality Test 

 Mean Std. Deviation Excess Kurtosis Skewness No. of Obs. 

Biometric Authentication 2.863 0.995 -0.284 0.202 321.000 

Biometric Data 3.340 0.973 -0.908 0.254 321.000 

Biometric Security 3.324 0.876 -0.812 -0.011 321.000 

Cybersecurity Measures 3.209 0.891 -0.173 -0.423 321.000 

Improved Digital Banking 2.835 1.030 -0.720 -0.215 321.000 

Long-Term Value Perception 3.218 1.123 -0.683 -0.239 321.000 

Password and OTP 2.433 1.012 -0.783 0.138 321.000 

Personalized Service Delivery 3.221 0.923 -0.863 0.216 321.000 

Phishing Attempts 2.969 1.132 -0.954 -0.262 321.000 

Reassurance 2.769 1.087 -0.765 0.102 321.000 

Reward and Recognition 3.047 1.059 -0.802 -0.030 321.000 

Security Enhancement 2.835 1.197 -1.010 0.015 321.000 

Source: SmartPLS Output, 2025 
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Table 1 evaluates customer responses concerning cybersecurity measures and their loyalty. The 

mean values range from 2.433 to 3.340, indicating varying levels of customer agreement. 

'Biometric Data' has the highest mean (3.340), signifying that customers view data security 

positively. In contrast, 'Password and OTP' has the lowest mean (2.433), reflecting 

dissatisfaction with password-based authentication systems. Standard deviations are mostly 

below 1.2, indicating moderate variability. Skewness values are near zero, showing symmetrical 

distributions. Kurtosis values are predominantly negative, indicating flatter distributions and 

minimal outliers. 

6.3 Assessment of Measurement Model 

Figure 1: Path Model of Cybersecurity Measures and Customers' Loyalty 

 

Source: SmartPLS Output, 2025 

Figure 1 shows the structural model which indicates that cybersecurity measures significantly 

affect customers' loyalty in the Nigerian banking industry, with an explained variance of 65.2% 

(R² = 0.652). Biometric Verification contributes a moderate effect (β = 0.256), supported by 

strong loadings on biometric authentication (0.806), biometric data (0.830), and biometric 

security (0.850). Multi-Factor Authentication is the most influential factor (β = 0.385), reflecting 

the importance of password/OTP systems (0.884), customer reassurance (0.892), and overall 

security enhancement (0.858) in fostering loyalty. Security Awareness Campaigns also play a 

significant role (β = 0.288), emphasizing the impact of cybersecurity measures (0.850), improved 

digital banking security (0.823), and protection from phishing attempts (0.829). 
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Table 2: Construct Reliability and Validity 

 Cronbach's Alpha Composite Reliability 
Average Variance 
Extracted (AVE) 

Biometric Verification 0.773 0.868 0.687 

Customers' Loyalty 0.811 0.887 0.725 

Multi-Factor Authentication 0.852 0.910 0.771 

Security Awareness Campaign 0.783 0.873 0.696 

Source: SmartPLS Output, 2025 

Table 2 confirms the reliability and validity of cybersecurity constructs. Cronbach's Alpha values 

(0.773 to 0.852) exceed 0.7, confirming internal consistency. Composite reliability values (0.868 

to 0.910) are above 0.7, ensuring construct reliability. Average Variance Extracted (AVE) values 

(0.687 to 0.771) surpass 0.5, verifying convergent validity. These results demonstrate that the 

constructs are reliable tools for understanding cybersecurity's impact on customer loyalty. 

Table 3: Discriminant Validity 

 
Biometric 

Verification 
Customers' 

Loyalty 
Multi-Factor 

Authentication 

Security 
Awareness 
Campaign 

Biometric Verification 0.829    

Customers' Loyalty 0.702 0.851   

Multi-Factor Authentication 0.623 0.708 0.878  

Security Awareness Campaign 0.713 0.689 0.564 0.834 

Source: SmartPLS Output, 2025 

Table 3 assesses the uniqueness of cybersecurity constructs. Diagonal values (square roots of 

AVE) exceed inter-construct correlations, confirming discriminant validity. For instance, 

'Biometric Verification' (0.829) is distinct from 'Customers' Loyalty' (0.702). These findings 

indicate that each construct uniquely affects customer loyalty, validating the study's focus on 

diverse cybersecurity aspects. 

6.4 Multicollinearity 

This assesses the correlation between the independent variables to know if two independent 

variables are not correlated and producing the same result. The Variance Inflation Factor (VIF) is 

used to assess likely correlation between the independent variables. 

Table 4: Inner VIF Values 

 
Biometric 

Verification 
Customers' 

Loyalty 
Multi-Factor 

Authentication 

Security 
Awareness 
Campaign 

Biometric Verification  2.383   

Customers' Loyalty     

Multi-Factor 
Authentication 

 1.717   

Security Awareness 
Campaign 

 2.137   

Source: SmartPLS Output, 2025 
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Table 4 evaluates multicollinearity using VIF values. 'Biometric Verification' (2.383), 'Multi-

Factor Authentication' (1.717), and 'Security Awareness Campaign' (2.137) all have VIF values 

below 5, indicating no significant multicollinearity. This confirms that each cybersecurity 

measure independently impacts customer loyalty without overlap. 

6.5 Test of Hypotheses 

Table 5: Bootstrapping Results Showing Path Coefficients for Structural Model 

 Original 
Sample (O) 

Sample 
Mean (M) 

Std. 
Deviation 
(STDEV) 

T Statistics 
(|O/STDEV|) 

P Values 

Biometric Verification -> 
Customers' Loyalty 

0.256 0.254 0.059 4.333 0.001 

Multi-Factor Authentication -> 
Customers' Loyalty 

0.385 0.382 0.037 10.312 0.001 

Security Awareness Campaign -
> Customers' Loyalty 

0.288 0.294 0.057 5.036 0.001 

Source: SmartPLS Output, 2025 

Table 5 reveals the significance of cybersecurity measures on customer loyalty. 'Multi-Factor 

Authentication' (β = 0.385, t = 10.312, p = 0.001) has the strongest positive effect, indicating its 

critical role in fostering loyalty through robust protection. 'Security Awareness Campaign' (β = 

0.288, t = 5.036, p = 0.001) and 'Biometric Verification' (β = 0.256, t = 4.333, p = 0.001) also 

significantly influence loyalty. The significant p-values confirm that all constructs positively 

affect customer loyalty, leading to the rejection of the null hypotheses. 

Table 6: Coefficient of Determination Score 

 R Square R Square Adjusted 

Customers' Loyalty 0.652 0.648 

Source: SmartPLS Output, 2025 

Table 6 reports an R-Square of 0.652, indicating that 65.2% of the variability in customer loyalty 

is explained by cybersecurity measures. The Adjusted R-Square (0.648) confirms the model's 

strong explanatory power, showing the substantial role of cybersecurity measures in fostering 

customer loyalty. 

Table 7: Assessment of the Effect Size (f²) 

 Biometric 
Verification 

Customers' 
Loyalty 

Multi-Factor 
Authentication 

Security 
Awareness 
Campaign 

Biometric Verification  0.079   

Customers' Loyalty     

Multi-Factor 
Authentication 

 0.248   

Security Awareness 
Campaign 

 0.112   

Source: SmartPLS Output, 2025 
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Table 7 assesses the effect size (f²) of cybersecurity constructs on customer loyalty. 'Multi-Factor 

Authentication' (0.248) has the largest effect, while 'Security Awareness Campaign' (0.112) and 

'Biometric Verification' (0.079) show moderate and small effects respectively. These findings 

suggest prioritizing multi-factor authentication to maximize customer loyalty. 

7. Discussion of Findings 

The study results demonstrate that cybersecurity measures significantly affect customer loyalty. 

'Multi-Factor Authentication' emerged as the most impactful factor, emphasizing the importance 

of advanced authentication protocols in fostering trust and loyalty. 'Security Awareness 

Campaign' significantly contributes to loyalty by educating customers about threats and 

preventative measures, fostering a secure banking environment. Similarly, 'Biometric 

Verification' positively impacts loyalty by providing reliable and secure access control. These 

findings lead to rejecting the null hypotheses and affirm that comprehensive cybersecurity 

strategies are critical for enhancing customer loyalty. 

These results align with Ojo (2024), who identified multi-factor authentication as a key driver of 

trust in digital banking. Bajwa et al. (2023) emphasized the role of security awareness in 

improving customer confidence, while Abbas and Sallal (2025) highlighted biometric 

verification's effectiveness in securing customer data. Together, these findings validate the role 

of cybersecurity in achieving long-term customer loyalty in the Nigerian banking context. 

8. Conclusion 

This study concludes that cybersecurity measures play a significant role in enhancing customer 

loyalty in the five selected banks in Nigeria. Multi-factor authentication emerged as the most 

impactful measure, providing robust protection and fostering trust. Security awareness 

campaigns educate customers about threats, enhancing confidence, while biometric verification 

ensures secure and reliable access. Collectively, these measures show the strategic importance of 

cybersecurity in achieving customer loyalty. 

8.1 Recommendations 

To improve customer loyalty, Nigerian banks should prioritize cybersecurity especially by 

focusing strongly on multi-factor authentication as the cornerstone of their cybersecurity 

strategy. This should include implementing tokenized access and adaptive authentication systems 

bank-wide. Security awareness campaigns should be tailored to educate customers regularly 

through digital and physical channels. Biometric verification systems must be upgraded to ensure 

seamless and secure user experiences. These measures should be rolled out across all branches 

and digital platforms immediately, with regular monitoring and customer feedback integration to 

refine strategies. 
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